DEPARTMENT OF INFORMATION TECHNOLOGY, > Sl B
o A o™ Level, B- ng, Delhi Secretanat IP Estate New D& hi-110000. ,Ji' J Uﬂ L(_zq fe.

No. V¢ ( L\S’)/'}_Tj Lo ! 1{ uLf G] “ L;f«-}__qqia_ 1?.:;*11 WiayeDated: ‘{#ﬁ:i:i
i { QWer, Fitall i !
Tﬂ) : qq” I‘i CLIHI .1-11'38

e B P T I T

o

All Pr.Secretaries/Secretaries/
Head of Departments of
Govt of NCT of Delhi/Corporations/Autonomous Bodms

2y

Sub: Implementanun of e-procurement system of NIC in Govt of NCT of Delhi.

g}l\)ﬂp/ Sir/Madam, b At 50", B0 ok, e ¥ i 4

~ This is regarding 'requlremeht of documents for obtaining Digital
'~ Signatures for NIC e-procurement system bﬂmg lmplemﬁnted in Government of NCT
‘“m A" of Delhi. -

2 The foilﬂmng are the dncuments ‘required fcnr 1ssuar;sce of Dlgltal Signatures
by NIC to departmental officers:- -

(i) Application Form—Anﬂexure—I duly signed by HOD.
(i)  Demand Draft of Rs.555/- in favour of Acccmnts Officer, NIC, Delhi.
(iii)  Copy of self-attested ID proof.
' (iv) . E-Mail .ID: Valid e-mail ID of cnncerned 0fficer to whnm the Digital
' Signature is to be issued. . .

(L

3, Departmental officers are requeste'd to deposit the above said documents at
elp Desk, Rnum No. 129 Level—l Dalh1 Secretariat, New Delhi.

NIC requires one, weak's time  to provrde the Digital’ Signature to the:.
concetned officer aﬁ.er receipt (::f cnmplctﬂd documents from the concerned -
Departments. -

8, This is for kind information and necessary action please.

b

Additional S&cre:tary {ELy 2

\ "2'-1\‘&.!&\\\ I v\ck . ;;)ated:-‘
u \

PS to Chiﬂf Secretary, Delhl .
PS to Pr. Secretary to Hnn’ble Chlef Mlmster, Delhl -
I’&to Secretary (1T) GNCTD SR \:N\ :

X
- (Deepak Virmani)
' Additional Secretary (IT)




NIC Certifying Authority
National Informatics Centre
Ministry of Cummunlcatinns and Information Technulugy
Government of India

NOTE:

. -

2

& Bnﬂiﬂcaln Requirad {Usa-ga] (see pt. 11 II paga 4}
"4. Certificale Validity [Ma: 2 Years)

This application form Is to be Niled by the applicant. !

Please fill the form in BLOCK LETTERS.

Pleasa Tick (v) the appropriale option.

All subscribers are advised 10 read Ceriificate Practice Statément of CA.
Incomplete/inconsistent applications are liable to be.rejected,

Vaiidity period should not exceed the date of superannustion of the applicant.

BB R el B ey

Category of Applicant

Class of Certificate Required  {see pt. 11 at.page 4-‘,-- '

"
Class 1/ Clags tH/ Class Il
' . s = N
. Individual (Signing) / Encryption / SSL Server

Astariak {*) marked enfries sheuid not be left bhnk as these are rahutad in the Dma! Elgnam Centficate.

Two years / Specify validity (if less than 2 years) __

Page-1

Reﬁ NO: coiicsissisiiasnisness

(To be filled by NICCA)

; Passport Size

e T

Affix Racéhi

Photograph

LY o
-1 Govermment/ M::Iar;rf F’BU & Statutory Bodies / Ragist&rad Cnmpanles

5. Date of superannuation” {dd/mmiyyyy)

g . : 2 :
6. Name . * (First Name) (Middle Nama) - {Last Nama)
il Designation . : RL
ﬂ Errrai ID* {Official email-iD pmﬁnmd} : SF S i - .
9. Minlsiry/Department

/" a)Office Address .
- 4 * Telaphone (Official) (Resi/Moblie) _

b) Residenial Address : &
iﬂ |dentification Datails (Tick any one) = -

[ Employes ID / Passport No. / PAN Card No. r‘u’ular o

Card No. / Driving License No. f PF No. Bank Aa:ununt

Details /Ration Card No. )~ - by
11. Certificate Suhjm::t Details® Organization®

{These will be used in Cerlificale sublect.) ~ Organization Unit* ' 5

City*
. State* ' .
Country™* INDIA

12. SSL Centificate Details ‘Web Server

(In case the application is for a device lhen details of Sarvices -

Server/Device for which the certificate is being appllad " \P Addrass

for must be filled.) : ' URU/Domaln Name i it

; - . b " Physical Location’ .
BT L S T T R e e e P
- (Signature of the Appiicant)
- b T T BT T L AT LR i S T S Ty e s n s g mrm e i L e P S R LR e B T L aad - -
- (For NICCA Office use only)

Smart Card/USE Token Sr. No............
Authorised Signatory | RAA:

R s s i s e e i i

ﬁﬂmm: e L

Request NO ! ...ovivieemsascenssns
BRA O i isssimsismsmssssiasmmrins



Declaration by the Subscriber.

| hereby declare and understand that e ol om g s

] heve read the eubeenher agreement under Reeeureee (httpe Hmece nic. ln)
[ shall keep the private key safe and will not share with others.
i shall verify the contents and the correciness of the certificate before eeeeptlrtg the DSC.
I shall send a signed mail to NIC-CA (suppori@camail.nic.in) to acknowledge the acceptance of the DSC.
 lalso undertake to sign an additional declaration form in case of Eneryptien Certlﬂeete
| shall not use the private key before eeeeptenee of the DSC.
| authorize NIC-CA fo pubtteh the certificate in the NIC-CA repasitory after eeeeptenee of the DSC.-
If the private key of my DSC is compromised, | shall communicate {o NICCA without any delay as per
requirement mentioned in Regulation 6 of Information Technology (Certifying Authority) Regutet:ene 2001.
(Doc 1D CA2-50027.pdf, available under Repository>CPS & Forms>All Forms at hitps://nicca.nic.in) J
8. |understand the terms and conditions of issued DSC and will use the DSC under the terms of issue as in
the Certificate Practice Statement.
g. 1understand that on.cessation of my employment, | ehelt mferm NICCA and my preeent empteyer for
revocation of my Digital Signature Certificate. : " o s
10. 1 eertif)r the following: (Tick whichdver is epp!.*eebte) BT o S

o -{ have not applied for a DSC with NIC- CA earlier.

0 'have been issued a DSC by NICCA with Ueer 1D : i which is
Vel|d.-’Re'ureked.-’Suependedexplred . i : S '

il i

~N oo

e

The information furnieher:l above is true o the beet of my. knewledge and betlef t w:ii Gl:ln'tplf,t W|th the terms end
conditions of Subscriber (as in section 40-42 of the IT Act 2000) and those of the Certificate. Practice Statement of
the NIC-CA. If at a later stage any information is found to be incorrect or there is nen-eem;::-ltenee of the terms and

conditions of use of the DSC, NIC-CA will not be: reepenelbte fer the eeneequeneeef Itebihttee and wrti be free te
take any action including eeneelletlen of the DSC. :

i

) 1 SN DOREC Y e _ ) : : i g '

PIACE & it s e il sl P ool B s [Signature efthe Applicant)
. Verif‘cetmn and Dectaret:en by Heed of Office of Applieent o

4. This is to eertlfy that Mr./Ms i : vt o has prewded correct information in the

Application form for issue of Digital Slgneture Certlt" eete for eubeenber to the best of my keewledge and belief.
| have verified the credential of the applicant as per the records and the guidelines given'at page 5. | hereby

~authorize him/her, on behalf of my ergentzetien to epply' for ebteming DSC from NICCA fer the purpose as.
epeciﬁed at point 3 of page-1.

2. It is noted that the organization shall mferm NICCA fer reveeetten ef DSC on the eeeeetlenfeuperennuetleﬂ of
- hisfher empleyement : -

Daie; wemmnsi | .. (Signature of Officet'with stamp of Qrg./Office)
FIBGRL o . .Y o7 Namé of Officer with Designation: "
Oﬁ"y‘,e Email: | - L e '

Forwarded . “ .;"-;_rir R
{Only for Class-2 & Class-3 Certificate).  ~ - %

(ngneture of SIO INIC Coordinator)
Name: .

. YRR o ansamsan e mismmpis
© . Office Seal:.
This form is to be forwarded to the respective RA Office of NIC-CA.
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Page-3

Additional Declaration by the Subscr:ber for Encryption Certificate
| hereby deciarﬂ and understand that

1. 1am solely responsible for the usage of these Certificates/Tokens/ Technology. | shall not ‘hold NICCA
responsible for any data loss/damage, arising from the usage of the same.

2. |am aware that Key Escrow/Key Archiving.of Encryption keys is not done by NICCA and | shall not hold
NICCA responsible or appmach NICCA for-recovery of my private Encryptmn Key, in case of its loss or
otherwise.

3. 1shall be responsible for compliance to the relevant sections of the IT Act/indian Tategraphm Act and other
Acts/laws of the Indian legal system, pertaining to Encryption/Decryption of any méssage or document or
electronic data, and | shall be liable for associated penal actions, for any breaches thereof.

4. NICCA shall not be held responsible and no tegal proceedings shall be taken against NICCA for any loss
and damage that may occur due to any reason whatsoever including technology upgradation,
malfunctioning or partra! functmntng of the software, USB token, Smart Card or any other system
camponent. :

5. | am aware that the Encryption Certificate, Issued by NICCA is valid unly fnr the suggested usage and for
the period mentioned in the certificate. | undertake not to use the Certificate for any other purpose.

6. | am conversant with. PKI technuiogy. and understand the underlying risks and obligations invoived in
usage of Encryption Certificate.

7. | certify the following: (Tick whichever is-applicable)

o |have not apphﬂd for an Encryption Certificate with NIC-CA earlier.

o | have been issued an Encryption Certificate by NICCA with-User ID Lt which is
Vahd;‘RevckedfSuspandediExpxr&d ;

-r

-

The mfnrmaﬁun furnlshed abuve 1s true tu the best nf my. knnwiedge and Delief. | wnll ct;wruph.Jr with the terms and
conditions of Subscriber (as in section 40-42 of the'IT Act 2000) and those of the Certificate Practice Statement of
the NIC-CA. If at a later stage any information is found to-be incorrect or there is non-compliance of the terms andz-
. conditions of use of the Encryption Certificate, NIC-CA will not be responsible for the: co‘naequencesf liabllities
‘and will be free to take any action m&iudmg cancellation of tha Encryption: Certifi ¢aie

I nsommemninsitntos : s s s
PYER v X | ) (Signature of the Applicant)
1 T LW TFOFT _- M
Declaration by Head of Office of Applicant - W
| hereby authorize Mr/Ms : : ‘ employed in this Organization, to apply

for Encryption Certificate from NIC-CA., Ttis further cerhﬁed that a Policy/Procedure is in placg, which describes
the complete process for Encryption Key Pair Generation. Backup Procedure, safe-keeping of Backups and
associated Key Recovery Procedures. The consequences of loss of the key have been explained to the userand
he/she has been advised about s&cunng the k&y and making it available to rei.eyant authorities, in case of

- emergancy

!

>

g e (Signature of Officer with stamp of Org./Office)
PR Name of Officer with Designation:
Office Emall; TR 5 SO T . -

(L 1 : : W
' Forwarded by SIO / NIC Coordinator
{Only for Class-2 & Class-3 Certificate) .

o
a

(Signature of S1O /NIC Coordinator)
BUBRIDIEE ovicissina souiimnan sampiae

; - : . 05 R e
S Office Seal:

This form is to be forwarded to the respective RA Office of NIC-CA.




10.

11,

A Category Issued fo the individual fr-:}m Gavt F’SU!Sta%utory Bﬁdles Government Reglatered Companlas

Page-4

=l

NIC-CA abides by the Information Technology Act, 2000, Iald down by the Govt. of India. The applicant is

- advised to read this IT Act 2000 under Resources {hftps:/inicca.nic.in).

To use DSC for exchanging Digitally signed Email, S/MIME cumpatlble Mail clients should be used
{Ouﬂnnk Express, etc. ). Also, please. ensure that yﬂur email-id is issued from a POP compatible Mail

- server. For security reasons, NICCA prefers usage of Official E-mail ID.

Subscriber is required to send one copy of DSC request form, duly signed and forwarded by Head uf

- Office. Applicant is adtﬁﬁad to retain a copy of the same; for filling up the form online while genemtmg key-
pair.

The forwarded 0SC appllcatmn form.is processed at NIC-CA for issue of DSC. Ifall particulars are in
order, a User-ld, password and the profile for the applicant is created usmg the details submitted. This
user-id will only be valid for 80 days (i.e. applicant has to generate key pair request and download
certificate within 90 days) failing which, user is required 1o submlt fresh DSC appilcatmn for DSC issuance.
itis very |mp{}rtant to keep the private key securely. -

If the private key is compromised, applicant should ;mmedlately inform NIC-CA office by phone 011-
24366176 or e-mail-at support@camail.nic.in-and Login with his user-ld and password at NIC-CA websrte
The User has to send Request for Revocation/Suspension/Activation form (CA2-50027.pdf)

. For viewing ali valid DSCs and CRLs, the'user can accass the webslte {hﬁps /Inicca.nic.inf) under

Repaository.

DSCs are normally issued on FIPS- 140 Level 2 compliant smart card/USB crypto-tokens, which ailows
only maximum f{en numbers of incorrect attempts for entering pass phrase/ pin. It is advisable to be -
careful while entering the passphrase as repeated incorrect entries may biﬂck the same. Gn exceedmg this
limit, special efforts may be required to unblock the device. .

It is important to note that email-id given by the applicant is functional and appilcant access&s the same on
regular basis as all communications w.r.t DSC like generatlﬁn remcafmn t‘enewal exptry' deta:[s are
communicated through the given email-id. :

For any further clarification, user can write to su;:rport@camail nLc:in or. wsn ihe NIC Cﬁu webélte :
(https://nicca.nic.in). .

Types of Classes: Hependmg upon requirement nf assurance levef and usage of DS(‘ as desm‘bed
below, the applicant may select one of the classes. . -

Class-1 Certiticafe: '

Assurance Level: Provides minimum level of assurance. Subscriber's identity i is pmved only with help of
Distinguished Name —DN and hence provides limited assurance of the identity. ™

'Suggasted Usage: Signing certificate primarily be used for signing personas emails and encryption .

certificate is to be used for encrypling digital emails and SSL certificate is used to estabhsh secure
communications through the use of secure socket layer (SSL).

Category Issued to the Individual from Govt., P8Uf3tatutury Bodies, chemment Ragaste red Companies
and Web Servers/Servers within NIC domam - .

Class-~2 Certificate:

| Assurance Level: Provides higher lavei uf assurance cnnﬂrmﬁ}g the dataﬂs suhmlttad in the DSC

Request Form, unclud ing phc}tngraph and dmumentary prﬂnf i respact of at least one uf the ldentlﬁcatmn
details. . ;

Suggesfed Usage In addltmn to tha suggested usaga mentlc}ned in class I, the class H Sagmng
certificate may also be used for digital signing, code signing, authentication for VPN Client, web-formv -

signing, user-authenticatiop, Smart: Card Lﬂgon single slgnﬂn and sngnmg inva!ved in e~pmcuremenﬂ e-
governance applications.

and Web SewersfServers in open dnmain
Class-3 Certificate: : '
Assurance Level: Provides’ hlghest ievel of aasurmceé,@: varlf cation pmcess is var}f stnngent Proves
existence of name of organizations such as Government Departments/Agencies, PSU/ Govt. Registered
Companies and assures applicant’s identity authorized to act on behalf of the
Government/PSU/Statutory/Autonomous bodies/ Government registered Companies.

Suggested Usage: In addition to the $uggested usage' mentioned in class-1 & class-2, class-3 Stgnmg
certificate may also be used for digital signing for dischatging his/her duties as per official designation.
Class-3 encryption certificate may also be used for encryption requirement as per h:sfher official capacity.

?‘

Category Issued to individuals from Gnvernment entmesf Head of the instﬁutlons $tatutarymutonom0us

bodles Government registered Companies

".
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e The Head of Office (HO) of DSC requestor has to verify the E{ien'tify leredentials of applicants. They will be
solely responsible for authentication and valldation of each subscriber/applicant within the-organisation.

» They have to ensure verification | pmc&ss as described belﬂw depending upon the class of cartlfi'cate as
applied by the appiu:.ant ' : g : :

o Types of Classes Dependfng upon requiremant of assuranca level and usage ﬂf DSC as described
befow, the apphcant may se!ecf one nf the c!assas. ) : T — .

raf T Wl
‘-'_'-'..-' “““““

Verfﬁcaﬁan Pracess

o Class-1 Cerﬂﬁcafe HO has tu ensure the validity of the detalls gwen in the DSC Request Form
and verify the same. : o i .

~..,

O Class-2 Certificate: HO Ras tc:r ensure the vaildrty Df the deta;ls gwen in the DSC Request Form
‘and authentlcats the same. HO has to further send it to SIO/NIC-Coordinator for forwarding to

NICCA. HO has to utilize various procedures to obtain probative evidence in respact of identity of

the applicants by way of seeking photograph and documentary evidence of one of the items under
point no. 9 (Identification detaiis) for individual certificate.:

For SSL server certificate the HO has to eénsure attestation of URL. for Web Sewers by Domain
Name Registering Agency, location of web server. ;

0 Class-3 Certificate: In addition to the venfmaﬂm process requ:red for the class ] ﬂarteﬁcates the
© applicant’s of class I certificates are requured to be personally present w1th prqcf of their 1dentlty
“to the NIC CA fori !SSuance Df DSC sl Z . o 7

L%

® “On receipt of DSC appn{:aﬁarr form, SIOf DIOIHODINIQ ergmamr ;s'requ:red to ensure that the

- application form is signed'by the HO(Head of Ofﬁce)f&SfCompany Sacretarnyupenor OFF icer of the

appircant a!nng with the saal of the office.
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